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Introduction and Preliminaries

Definition 1 (SRS)
A String-Rewriting System on is a subset of

� � �

. Each

� �
�

� � � is a Rewriting Rule.

Definition 2 (rewriting relation)

� 	 
 if

� � �
�

� � � or
� � �
�

� � � :

� �
�


 � � � � � � � 
 and 
 � � � 


� 	 
 if � 	 
 and

� � � � � 
 � (length-reducing)

� �
	 
 congruence generated by

reflexive, transitive closure of � 	 
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Introduction and Preliminaries

Definition 3 (congruence)

�
�


 � �

are congruent modulo , if � �
	 
.

The congruence class of string � � �

modulo
is the set

� � � 	 �
� � � � � � �
	 � �.

Definition 4 (congruence for sets

�

)

� �
	 �

� 
 � � � � � � such that � �
	 
 �

Definition 5 (refinement of SRS)

� refines �, if

� �
�


 � � � � �
	 	


 � �
	 



.
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Introduction and Preliminaries

Definition 6 (irreducible strings)

� � �

is irreducible modulo , if
� 
 � � 	 
.

� � �

is the set of all irreducible strings of .

Corollary 1
If is finite SRS on , then

� � �

is a regular
set and a finite-state acceptor for

� � �

can be
constructed in polynomial time.

Definition 7 (Church-Rosser property)
SRS has Church-Rosser property, if

� �
�


 � �

� �
	 
 � � � � � � �
	 � and 
 �
	 �.
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Introduction and Preliminaries

Theorem 1 ( KAPUR et al., 1985)
It is decidable in polynomial time, if a finite SRS
has the Church-Rosser property.

Theorem 2 ( BOOK, 1982)
If the SRS is Church-Rosser, then

1. each congruence class has a unique
irreducible element, and

2. its word problem can be solved in linear time.
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Introduction and Preliminaries

Definition 8 Nonempty set

�

is a code, if

� � � 	 � � � � � � � � �
� � 	 � � � � � � � �
� holds

� � 	 � � � � � � � � � 	 � � � � � �

� � 	 � � � 	

By Induction:

� � � � � � �� � � �� and � � 	

Corollary 2 (unique presentation)
If




is a code then any sequence from


 �

can be uniquely
presented as concatenation of words from




.
For finite set




the code property is effectively decidable.
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Classical (Secret Key) Cryptosystem

� Plaintext alphabet: w.l.o.g. �
� �
�

� �

� Cryptotext alphabet: , e.g. with
� � � � �

1. Choose secret SRS

�

with Church-Rosser property.

2. Choose two words � � � � � � � 	 	 
 � �
for elements of

�

,
such that � 
 � � � � 	 	 
 � � 
� � � �� � and

� � � � � � �

is a code.

3. Letter � 
 � �

is encrypted as word � 
 � � �

such that

� 
 � �� � 
 i.e. � 
 � � � 
 � � .

� � � 
 � 
� � 
� � � � � 
 �! " with " � � � 
� � 
� � � � � 
 � �

Decryption is unique, due to Church-Rosser and code properties!
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Classical (Secret Key) Cryptosystem

Example 1 ( don’t use ) �
� �
�

� �
� �

� �
�

�
�

� �

Rules of confluent SRS on :
� � � �
�

� � �
,

� � � �
�

� � �

� � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � � � � � �
�

� � � � � � � � � � � � � � �

� � � � � � � � � � � � � � �
�

� � � � � � � � � � � � � � �

trivial check:

� � � �
�

� � � �
is a (fixed-length) code

encoding of

� � � � � � � � � � � � � � � � 	
 � � � � � � � � � �

one possible (weak!) encryption

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
 � � �

� �� � � � � � � � � �� � � � � � � � � � � � � � � �  ! "

� � � � � � � � � �
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Public Key Cryptosystem (Setup)

1. Choose � � � � � � � � � � � 	 	 
 � �

such that

� 
 � � � � 	 	 
 � � 
� � � � � � � � � � and

� � � � � � � � � � � is a code.

2. Choose

� � � � � � � � � � � � � � � � � with
� � � � �! �

.

3. Choose regular languages
� 
 � � � 
 � � for

�! 	 � 
.

� by construction:

� � � � �! �

� grammars for

� 
 can be effectively constructed

4. Choose SRS

�

that refines

�

, i.e.

� 
 � � 
 � � � � � � �� 
.

Public key:
� �
�

� � � �
�

�

Secret key:

�
� � � �

�
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Public Key Cryptosystem (Usage)
A

lic
e One letter case:

� � � � � � � � � � with � � � � � �
��

� � � � � � 	 � � 
 � � � � � �
�

� 
 with 
 � � � � 	
� � 
 � � �
� � �
��

E
ve She wants to find � � � � � � �

�
� �

with � �� 
,
but

�

may have undecidable word problem.

B
ob

� � � � � �

such that 
 �
	 �

and � � � � 	 � � 
 � � � � � � with � �� � ��
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Public Key Cryptosystem (Example)

Example 2 ( don’t use ) �
� �
�

� �
� �

� �
�

�
�

� �

Rules of secret Church-Rosser SRS on :

� � � �
�

� � �
�

� � � �
�

� � �

� � � � � �
�

� � � � � �
�

� � �
� � �
�

� � � � � �

trivial check:

� � � �
�

� � �
�

� � � �
is a code

� �
� � � �
�

� � � �
� � �

� � � � �

� � �
� � � � � � � �
�

� � � � � � � �
�

�
� �

� � � � � � � � �

Rules of public (non confluent) SRS

�

on :

� � � � �
�

� � � �
�

� � � � � �
�

� � � � �
�

� � � � � �
�

� � � �
�

� � � � � � �
�

� � � � �
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Public Key Cryptosystem (Example)

Example 2 ( don’t use )

� � � � � � � � � � � 	
 �
� � 	� � 
 �� � � � � � �
� �
�� � 
 �� � � � � � �
� � 	� � 
 �� � � � � � �
� �
�� � 
 �� � � � � � �

one possible (weak!) encryption

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
 � � �

� 	 �� � � � � � � � � � � � �� � � � � � � � � � �  ! "

� � �
�
� � �
�
� � ��
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Public Key Cryptosystem (Analysis)
OLESHCHUK’s arguments why cryptoanalysis is difficult:

1. Let

�

be non-monadic SRS and

� � � 
 � 
 �! � 
 with

� 
 � � � 
 � �, where

� � 
 � �! � � � � � � � 
 such that �! � � � � � �� � � �

� � � � � � �! � and

� 	 � � � � � � � 
 � � � � 
 � � � �

.
By construction:

� � 
 � �
� 	 
 �

� 
 � �

� � � 
 � �

� �

-Grammar

� 
 with
� 
 � 
 �! � � 
 � � is constructable.

Decryption of " � � � 
 � � (without trapdoor) is equivalent
to test " � � 
 � 
 � , which is

�

-

� � � � �

-complete (

� � � � � �

).

2. Advantage: no boundary markers between symbols
Eve has to find the boundaries in

� �� � � �

possibilities.
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Public Key Cryptosystem (Analysis)
OLESHCHUK’s arguments why cryptoanalysis is difficult:

3. Any Church-Rosser

� �

such that

(i)

�

refines

� �

(ii)

� � � � � � � � � � � � � ! �

(iii)


 � � � � � � � � � � � � � � � � 	 	 
 � � �
is a code

(iv) for any � � � � � � � � 
 � � � � � � � � � � � � � � � � 	 	 
 � � �

holds

� � 
 � � � � � 	 	 
 � � �

for
� � �! 	 � 


can be used to decrypt a message ".
(a)

�

cannot be derived from

�

directly, since

�

doesn’t
contains all information about

�

in general.
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Public Key Cryptosystem (Analysis)
OLESHCHUK’s arguments why cryptoanalysis is difficult:

(b) There exists no algorithm to decide whether a finite
SRS

�

is equivalent to finite Church-Rosser SRS

� �

.
(O’DUNLAING, 1983)

(c) But property (i) can be tested in linear time:

Q: How many Church-Rosser Systems

� �

might be
analyzed (brute force)?

A: ‘allmost all‘ one-rule SRS are Church-Rosser
(BOOK, SQUIER, 1984)
Conjecture: Number of �-rule Church-Rosser SRS� �

on
�

grows exponentially with growing

� � �

and �.
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Public Key Cryptosystem (Analysis)
OLESHCHUK’s arguments why cryptoanalysis is difficult:

(d) Suppose that Eve has found

� �

with property (i):

� � � � � is in general not a

� � �

and thus no algorithm
exists, to test for restricted type (

� � �

,

� � � � � �

,

	 � �

) of
this language, even for one-element set

�

.
(NARENDRAN, O’DUNLAING, ROLLETSCHEK, 1985)

It is difficult to test property (ii), e.g.

� � � � � � � � � � � � � ! �

.
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