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Definition 1 (SRS)
A String-Rewriting System 7' on X IS a subset of
>* x ¥*. Each (4,r) € T is a Rewriting Rule.

Definition 2 (rewriting relation)

U <=1 v

if 3(¢,r) e T ord(r,f) € T

dx,y € 2* : u=xly and v = xry

u —1 v

U <>y U

if u <> v and |u| > |v| (length-reducing)

congruence generated by T

reflexive, transitive closure of u <>7 v
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Definition 3 (congruence)
u,v € X* are congruent modulo 7', if u <7 v.

The congruence class of string w € >* modulo T°
s the set |w|yr = {z € X* | w <k 2}.

Definition 4 (congruence for sets A C »¥)

Alr ={y € ¥* | 4z € A such that x <7 y}

Definition 5 (refinement of SRS)
Ty refines 1In, ItVr,y € X% : x50 y = T < Y.
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Definition 6 (irreducible strings)
r € X isirreducible modulo 7', iIf Ay : x —r v.
IRR(T) is the set of all irreducible strings of T'.

Corollary 1

If T'is finite SRS on ¥, then IRR(T) is a regular
set and a finite-state acceptor for IRR(7") can be
constructed in polynomial time.

Definition 7 (Church-Rosser property)
SRS T has Church-Rosser property, if Vx,y € X*
rery = dJzeX x—hzandy —h 2.
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Theorem 1 ( Kapur et al., 1985)

It Is decidable in polynomial time, if a finite SRS
has the Church-Rosser property.

Theorem 2 ( Book, 1982)
If the SRS is Church-Rosser, then

1. each congruence class has a unique
Irreducible element, and

2. its word problem can be solved in linear time.



Definition 8 Nonempty set C' C >* Is a code, If
\Vlilfil, oy Tj s Ly ey L € C' holds

Liy---Tj, =Tj, ...T5 = Tj = Tj
By Induction: V1 <k <n : z; =x; andn =m

Corollary 2 (unigue presentation)

If C'Is a code then any sequence from C* can be unigquely
presented as concatenation of words from C.

For finite set C' the code property is effectively decidable.
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m Plaintext alphabet: w.l.o.g. X = {0, 1}
m Cryptotext alphabet: A, e.g. with |A| > |X]

1. Choose secret SRS T with Church-Rosser property.

2. Choose two words ug, u; € IRR(T) for elements of %,
such that u;u; € IRR(T); j=0.1 and {ug, u; } is a code.

3. Letter z; € X Is encrypted as word w; € A* such that
w; —)} U; l.e. w; € [uz]T :
Enc(z;,z;y...x; )=y with y € u;, uiy ... u; |7

Decryption is unique, due to Church-Rosser and code properties!
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Example 1 (dontuse ) ¥ =4{0,1}, A ={a,b, ¢}
Rules of confluent SRS T on A: (abc, ab), (bbc, cb)
ug = abb € IRR(T) u; = acb € IRR(T)

uogug = abbabb € TIRR(T), ugu; = abbacb € IRR(T)
urug = acbabb € TIRR(T), uyu; = acbacb € TIRR(T)
trivial check: {abb, acb} is a (fixed-length) code

encoding of 1704, = 1010101043, ~ (acbabb)?
1 one possible (weak!) encryption |

abbcabebbeacbabbbebeacbabbbeabebeabl, € [(uiug)?] T

%% (CLCbCLbb)4 f\»lOlOlOlObin:l?Odez
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1. Choose uy,...,u; € IRR(T) such that
wiu; € IRR(T); j=1..+ and {uq,...,u:} is a code.

2. Choose Ry, Ry C {uq,...,u;} with Rgy N Ry = 0.
3. Choose regular languages L; C [R;|r fori =0, 1.

m by construction: Lo N Ly =0
m grammars for L; can be effectively constructed

4. Choose SRS S that refines T', i.e. V(u,v) € S : u <+ v.

Public key: (S, Ly, L1) Secret key: (T, Ry, Ry)
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One letter case: Enc(x;) = w; with w; € |L;]g
EHC(ZEi1$i2 - ZEzn) =Y with Y € [Lz'le'2 . LG]S

She wants to find w € { LoUL; }* with w <% v,
but .S may have undecidable word problem.

Jw € IRR(T") such that y —* w
and w = w; u;, ... u;, With u;, € R;,
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Example 2 (don'tuse ) ¥ ={0,1}, A ={a,b, ¢}
Rules of secret Church-Rosser SRS T on A:

(abc, ab), (bbc, cb)

uy = abb, uy = ach, ug = bab, u; € IRR(T)
trivial check: {abb, acb, bab} is a code

Ry = {abb,bab}, Ry = {acb}
Ly = {abccbbe, babeeee}, L1 = {abebbec}

Rules of public (non confluent) SRS S on A:
(abcce, abe), (cbbea, ccba), (cabee, cab), (cbbebe, ceeb)



Example 2 ( don't use )
el € Lg el €Lg

e Y Ny e N N

1046, = 10104;, ~ abebbece babeece abebbee abecbbe
1 one possible (weak!) encryption |

abc?b?cb*cabc® abc?b? P abc’ b ehebe € Ly LoL1Lgls

— 13 acbbabacbabb~»1010pi,=104e,
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OLESHCHUK'S arguments why cryptoanalysis is difficult:

1. Let S be non-monadic SRS and Enc(z;) = w; with
w; € (L;)q, Where
(Li)g ={w | Ju € L; such that w = w; <35 w;_1 s
ooswy=uwand V0 <i <t |w;| < |wisal}-
By construction: (L;) s C |L;]s
~—~—

€CSL
CS-Grammar G; with L(G;) = (L;) 5 is constructable.

Decryption of y € (L;) . (without trapdoor) is equivalent
to test y € L(G;), which is P-SPACE-complete (detCSG).

2. Advantage: no boundary markers between symbols
Eve has to find the boundaries in 2¥/~! possibilities.
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OLESHCHUK'S arguments why cryptoanalysis is difficult:

3. Any Church-Rosser T" such that
(i) S refines T"
(i) (Lol N [La]zr = 0
(iii) ([Lo|r U [L1]7) NIRR(T") is a code
(iv) for any ug, ui € (|Lolr U [Li|r) NIRR(T") holds
uuw; € IRR(T") foré,j = 0,1
can be used to decrypt a message y.

(a) T cannot be derived from S directly, since S doesn't
contains all information about 7" in general.
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OLESHCHUK'S arguments why cryptoanalysis is difficult:

(b) There exists no algorithm to decide whether a finite
SRS S is equivalent to finite Church-Rosser SRS 7",
(O’DunLAING, 1983)

(c) But property (i) can be tested in linear time:

Q: How many Church-Rosser Systems 7" might be
analyzed (brute force)?

A. ‘allmost all* one-rule SRS are Church-Rosser
(Book, SQUIER, 1984)
Conjecture: Number of n-rule Church-Rosser SRS
T" on A grows exponentially with growing |A| and n.
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OLESHCHUK'S arguments why cryptoanalysis is difficult:
(d) Suppose that Eve has found 7" with property (i):

|[L]r is in general not a CFL and thus no algorithm
exists, to test for restricted type (CFL, detCFL, REG) of
this language, even for one-element set L.

(NARENDRAN, O’'DUNLAING, ROLLETSCHEK, 1985)

It is difficult to test property (ii), e.g. [Lo]r N [Li]7 = 0.
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